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ABSTRACT: The processing of data-intensive applications is a challenging and time-consuming task that of-
ten requires massive infrastructure to ensure fast data analysis. One of the most powerful scale-out infra-
structures to perform massive computation and eliminate the need to maintain high-end expensive com-
puting resources at the user side is the cloud. The performance and the cost of such infrastructure de-
pend on the overall server configuration, such as processor, and memory configurations. In addition to 
the cost of maintaining the hardware, the heterogeneity in the server configuration further expands the 
selection space, leading to non-convergence. The challenge is further exacerbated by the dependency of 
the application’s performance on the underlying hardware.  Several works have been done in developing 
accurate and practical machine learning models to proactively predict the performance of data-intensive 
applications corresponding to the server configuration and provision an optimal configuration online. 
The key challenges of current solutions are uncertainty in predictions, cost of training, generalizability 
from benchmark datasets to real-world systems datasets, and interpretability of the model. On the other 
hand, researchers substantiated that the machine learning- based models bring new security challenges 
such as adversarial machine learning attacks. In this talk, first, we try to address the challenges by intro-
ducing a new proactive machine-learning-based methodology for the resource provisioning task. Second, 
we investigate what could be the target of adversarial machine learning in the cloud domain and how 
much the risk of this new thread is real. Our investigation shows that adversarial machine learning can 
be used for co-locating the adversary Virtual Machines (VM) with the victim VM to attack to its perfor-
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